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Screening Question

In this part, you will answer 6 questions about the accounts you and your colleagues
share in the work.

o By accounts, we mean any resource which you use an ID and password to access
services or content.
o By sharing, we mean any situation in which you and your colleagues use a single

account/device, either at the same time or taking turns.

Also, if you have any accounts which you share with your colleagues, you will be asked
to write few lines to describe why and how you share those accounts.

Do you share accounts for business purposes at your company? (e.g., Email, Twitter,
Amazon, employee id, UPS, etc.)

Yes
No

Questions

Please name at least one account you are sharing for business purposes at your company.
(e.g., Email, Twitter, Amazon, employee id, UPS, etc.)

Account 1
Account 2

Account 3
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Please describe why you choose to share these accounts rather than using separate

accounts. (e.g., to save money on premium services, convenient to work on the same
account, to deal with emergencies, etc.)

Please describe the strategies you use to manage the password of the shared accounts.
(e.g., by using a password manager, by putting the password in a sealed envelope, by
using some encryption and decryption algorithms shared among colleagues, etc.)

Please describe the problems you think your sharing strategies may have. (e.g., the
account is difficult to audit due to sharing one password, some privacy issues are exposed,
it is troublesome to access if the account is protected with two-factor authentication, etc.)

Was there any event happened to you or your colleagues that you had difficulty in
accessing the shared accounts? (e.g., some one changed the password and failed to
inform the others, the one who kept the password left the company and no one at the

company knew the password, etc.) If YES, please describe the event. If NO, please skip
the question.
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